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Dear Director, ( c..-1

I am writing to you with regards to the upcoming proposal of the European Commission
on the modernisation of the EU Export Controls and Dual Use Items regime. Dual use
items are an important part of EU’s trade. For BUSINESSEUROPE it is therefore
important to establish an up-to-date EU regime adapted to a constantly changing global
environment and effectively responding to the challenges the dual use sector is currently
facing, including striking the right balance between trade and security policy objectives.

BUSINESSEUROPE and its Members have been following closely the process of the
Public Consultation and have participated in a number of stakeholder meetings,
exchanging views with the European Commission on the form that a modernised EU
Export Controls regime could take. We understand that the European Commission is
currently conducting an impact assessment and will soon be ready to present its proposal
to update the Dual Use Regulation.

In this context, we would like to address a number of areas that, as the results of the
public consultation show, will be central in the European Commission’s proposal:

Human Rights apiDroach I Cyber-Surveillance

European industry recognises that there are linkages between export controls and
human rights. However, it is very important to clarify the concepts of human security and
cyber-surveillance, before deciding whether to include such specific clauses in the Dual
Use Regulation, in addition to Art. 8 which provides the possibility for a Member State to
‘prohibit or impose an authorisation requirement on the export of dual-use items not listed
in Annex I for reasons of public security or human rights considerations’. A number of
practical challenges need to be taken into account.

A human rights approach risks to extend significantly the scope of application of the Dual
Use Regulation, creating additional burden and compliance costs for European
companies, especially SMEs, as well as for competent authorities. For instance, using a
catch-all clause in the context of human rights would not be a good option from a practical
and legal point of view. Catch-all controls apply to specific items and their use following
technical criteria and it would be extremely difficult to frame objectively the concept of
human rights in a manner that a company could easily comply with and implement.
Furthermore, it would penalise licit trade, without ensuring the necessary means to
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effectively control illicit trade. It would also position European companies in disadvantage
in comparison to its global competitors thus hampering the level playing field.

The on-going debate focuses on supply chains and the role European companies that
export dual use items have in ensuring responsible behaviour throughout their supply
chains. Experience from other policy areas has shown however that it is extremely
difficult — if at all possible — for a company at the end of the supply chain to control the
behaviour of other players in their supply chain. Increasing leverage within the supply
chain is a long-term process and it is proven that voluntary initiatives framed by the
United Nations, tailor-made to the characteristics of different supply chains, are better
placed to address human rights concerns.

The examples below show how difficult it is in practice for a European exporter of dual
use items to control their use:

(1) Road-pricing systems: Authorities need equipment to monitor car traffic. Possible
solutions include the use of [camera] surveillance equipment that registers number plates
as cars enter or exit a given area, or the use of GPS equipment in cars that can track
their movements. While such equipment can help alleviate congestion and reduce
pollution, it may also be used to track the movement of citizens for political reasons.

(2) Monitoring internet traffic: Network protection devices can be offered to private and
public customers. Some of these items/systems can be used for extraction of information
from networks to trace hackers. However, they can be deployed as well to track or collect
data on internet activities of citizens for political reasons. For companies, it is difficult to
evaluate if there is a risk that a private customer in a certain country provides his
capabilities to governmental functions which are then misused for human rights
violations. For a company it is difficult to judge possible diversion of the items/systems
for these purposes. Moreover, it is impossible to assess if public customers, such as the
police, could use the items/systems for human rights violations.

Ensuring the respect for human rights is of paramount importance. But it is necessary to
consider which policy instruments can be best placed to serve this purpose more
effectively. In this context, the Dual Use Regulation may not be the most appropriate
instrument.

Catch-all controls

European business is also concerned about the prospect under the modernised EU
Export Controls regime for more catch-all controls to be introduced. In this context, we
would like to stress that any new catch-all controls should be proportional, risk-based
and clear from a legal perspective in order to avoid overburdening business. We are also
concerned that a more extensive use of catch-all controls would have a negative impact
on the corn petiveness of European business. The same issue is not always assessed in
the same manner by all EU Member States. Furthermore, we need better definitions of
legal terms, as this would facilitate compliance, avoid uncertainty and reduce costs for
companies.
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Although it is foreseen that a catch-all control should be communicated to all Members
States by the Commission, in practice this is not always the case. Therefore, information
sharing and communication on catch-all controls should be also improved (e.g. alert
system, timely response). Besides, in order to avoid trade distortions, the approach
should also take into account other international frameworks, such as the Wassenaar
arrangement.

Intra-company technology transfers

In today’s globalised trading environment, facilitating intra-company technology transfers
is essential to encourage innovation and improve the competitiveness of European
companies. We believe that this should prevail in the new EU Export Controls regime,
for instance through the introduction of an EU General Export Authorisation (EUGEA)
specific to this provision. In this regard, it is important to stress that this EUGEA should
focus on technology transfers in the broader sense, covering not only research and
development but also technology relevant for production of dual-use items. It is a
common business practice to create interdisciplinary and multinational teams for specific
development projects in the same company. The work of these teams may be less
effective if an export licence would need to be issued just for the exchange of technical
information within the team.

To offer another example, if the production of an end-use product is taking place in a
facility within the same company but outside the EU, we should have the possibility to
issue a general licence waiving dual-use technology control for each transfer, avoiding
disruption of the supply chain.

Intra-company technology transfers should be further facilitated in order to promote the
competitiveness of European businesses, for instance within the framework of large
projects where Authorised Economic Operators (AEOs) should benefit from specific
simplified measures (e.g. for intangible transfers of dual-use items, such as software
intra AEOs). In this context, the EU should look at practices followed by other partners,
such as the US, which only requires the authorisation of one general licence for most EU
Member States, whereas the EU requires the authorisation of individual licences for
items listed under Annex IV.

Improving implementation within the EU

The modernised EU Export Controls regime should seek to increase harmonisation
among Member States’ competent authorities in the implementation of the Dual Use
Regulation. For instance, in order to obtain export licences European companies often
have to face different timelines and procedures due to different policies among Member
States. We are of the view that the development of guidelines, with the contribution of
the private sector, would help both competent authorities and economic operators.
Furthermore, improved coordination and exchange of information among Member States
should also be encouraged and strengthened. Having the same level of awareness
within the Member States would help preventing proliferation activities and would
establish a further step towards a level playing field within the EU.
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The international dimension — levelling the playing field

We believe that the upcoming proposal for a modernised EU Export Controls regime
should also include ways to increase cooperation at international level. Coordinating with
our trading partners, such as the US, Japan and China is crucial to achieve a level
playing field for European companies not only to preserve competitiveness but also to
increase the effectiveness of Export Controls regimes at global level.

Cooperation with the private sector

As a final note, we would like once more to welcome an active participation and extended
role of the European industry in all stages of the export controls policy making and
implementation, in order to reach collectively secure and licit exports. It is important that
we maintain a close and constructive dialogue and share experiences in a partnership
between industry, governments and institutions.

In this regard, I would like to thank you for your attention. In BUSINESSEUROPE we
remain at your disposal and look forward to opportunities to further discuss these issues
with you.

Yours sincerely,

/Ii9iSantos
•;-1nternational Relations Director
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